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Recommended Workflow
Detecting errors early in the development cycle

Interface to Requirements

|
Requirements 6 Management Tool (SLVV)
Formal Verification (SLDV)

Model Design+Simulation

(SL/SF)

_ g
MRodeI ?Oénparlston Merge Model Guideline Check (SLVV)
(Repor enera or) Executable ‘ Model Coverage (SLVV)
Report Generation Requirements Model Test Case Generation (SLDV)

(Report Generator) _ _
Design Error Detection (SLDV)

Implementation Model
(Fixed-point)

SIL/PIL Test (EC)
Source Code Code Coverage (EC)

Auto Code-Generation (EC) (Spta':ic Code)AnaIysis
olyspace

Traceability Report (EC)
Object Code v

Configuration Management (Simulink Project) 2
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MathWorks benefits
Early verification and Validation

‘Able to form small V-loops = _ . G
equirements

. Requirements Linking (SLVV)
. Able to detect errors early Formal Verification (SLDV)
in the development cycle

Model Guideline Check (SLVV

® Model & Code consistency | oo Executable |\ Hodel Coverage Test (SLVV)
allows for Simulink simulation (SLDV)
results to be considered “truth”. Report Auto-Generation

® Early model verification is (Report Generator)
possible due to the ability to Implementation Model
investigate floating-point (Fixed-point)
models

® Large team development made FS{Ihsti/n':ﬂ-srggf)
easy through highly Source Code | 'yl ification
customizable tool chain (Polyspace)

® Errors in object code detected V
easily through synchronization Object Code
between simulations and

SILS/PILS 5



Examples of High Reliability Applications

: : 27NN
Electronic Parking Brake !‘OJ

@
Airbags ’e' » Unintended braking during operation

# Operational delay following impact

Antiskid Brakes /ﬁ\

¢

Vehicle-to-vehicle distance control  Unintended asymmetrical braking

» Insufficient deceleration within required time

&\ MathWorks

Source: K. Grimm: Software-Technologie in der Automoboilindustrie. 19. STEV-OESTERREICH-

FACHTAGUNG IT-/Softwarequalitdtsmanagment in der Praxis,

Wien, Austria, May 2004

I
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Example: Door Lock Control System

Door Lock Control

» Auto-lock when vehicle in motion
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Our First Topic

) ‘ Requirements \ ‘

Model Design+Simulation

(SL/SF) —_—

Executable
Requirements Model

Model Comparison-Merge
(Report Generator)

Report Generation
(Report Generator)

Implementation Model
(Fixed-point)

Configuration Management (Simulink Project) 6
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Door Lock Control Software Requirements

1. Task Rate Requirements+

o
REQ101 - The software shall execute as a 100ms task rate.~

2. Initialization Requirements.

+
REQ201 - The software shall initialize controls in the Unlock state.»

3. Diagnosis Requirements

H
REQ301 - The software shall determine the lock state of each door based on the lock
positions. +
- Lock position is under 1mm : Unlock state+
- Lock position is over 4mm : Lock state«
+ Otherwise : Neutral state!
+
REQ302 - The software shall determine the overall vehicle lock state based on all door lock
positions.~
- All doors in lock position: Lock state«
- All doors in unlock position: Unlock state«
+
REQ303 - The software shall determine the overall vehicle lock state to be in failure state

due to lock failure in the case where there is no response to a door lock request in under 2
seconds .+

4. Door Lock Request Requirements

o

REQ401 - The doors shall automatically lock when the vehicle speed is above 5km/h for
over 2 seconds and the engine is operating+
o

REQ402 - The door locks shall automatically release after the airbags deploy.+




Door Lock Model
Simulink / Stateflow

4\ MathWorks'

-

Increased Readability /

Productivity through
Graphical Modeling

G »osoresten Door Lock

DoaPasLeR o =St ok ModeEnu
LockMads

e - Request Function

D

DooPosRie o criaht —

b

Disgnosis

- Diagnostic |
Function —1*
(Iz} p| Engin=_ON

LockReguest

( 3_0}““ T ] Airbag_ON

Lock_L ogic

NG Diagnostic Function

LDEtREqUEE}EtF{E:p.Ei

State Transition Diagram

I D& A==LOCKFOS 84 .
Moo Dooeh ght = LOCK FOS]
|

[Dooeft == UNLOGK POS &8 ...

DoarRight == NEUTRAL FOS] DoarFicht == UMLOG oPOs] Doorfiight ==LOCK FOS]

[Dooreft == MEUTRAL POS &4 ..

DoorRight == UMLOCK POS]
[Dconeft == MEUTRAL FOS & . [Dooreft == UNLOOK_POS &4 .. [DoceLeft = LOCK FOS &4 ...
DoorRight == NEUTRAL_FOS]

2 3
1

§ ¥
D ETE RMIMED )

entry
und_time =1;

during:
und_time++

1
j [Door e ft == MNEUTRAL POS 84....

DoorRight == MEUTRAL_POS 84 ...
unid_time == Lock hange_time]

AILURE



Door Lock Test Model NS LR RS ai e
Simulink / Simscape using the control model

Model Block used to call control model

IMIT double singl DLS_ G P, ~
Speed —| single M Speed
doubie bookan LnEtMDdEIMMEMm >
Engine_OM ——» boolean i B Engine_OMN
/\ Airbag_OM ""_‘“‘i boolean hmmn p Airbag_ON
DoorPosLeft ﬂi | i DoorPosLeft loooian
s - LockRequest >
DroorPosRight m—mi- —bcﬁﬂ_’ e DoorPosRight
[~ 2
Ex_LR ﬂeﬂ boolean lt_p-h< [ex] l Controller Scope
sl Builder
DoorPosLeft
T I FE L ockRequest boolean E * bockan
est Input T & NENE == B
Assertion
s — Simulation vs
Switch Plant Model '
'

| Expected
4'@% Results

Comparison

4\ MathWorks'
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Requirements & Logic Testing through Simulation
Simulink / Stateflow

= Early verification of entire system incl. plant behavior

= |nvestigation of failure/anomaly modes (difficult on H/\W)

B signal Builder (DLS_Controller_test/Signal Builder) (=N on | B scope oo =]
IrAME) WEE) SL-F(C) ESE) EEmE) ~LFH) B0 afs | BRRBDA | ~
EH 4 RB| oo —~TL|EFREE » 0= 4 R
POFI BN-7- | Lo oo
10 - E E c
ings:

UNLO

Test data definition in Signal Builder

0
B e T
0
_] __________________________________________ ——— | | SRR
equirements:
s it R Sy e S Sy R REQ401
[ e e f—— - ooe e
§ i
B ()
FeaAtrh A rh
=R
At

— Simulation Results

10



MATLAB/Simulink

Products

MATLAB

= Easy data processing

= Concise programming
language

= Abundant mathematical
functions - file I/O

= 2-D/3-D visualization
functionality

A s i e e cuters

Technical Computing
Environment

Simulink

= Block diagram modeling
= Abundant block library

= High-precision time simulation

Stateflow
= Flowcharts, State Diagrams,

State Transition Tables

.

ol L
Model-Based Design
Environment

4\ MathWorks'
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Model Difference Comparisons
Simulink Report Generator

= Generate reports on difference comparisons between 2 models

— Compatible with Simulink Project and version management software
(i.e. Subversion)

J C:¥._extdemos¥slxml sfcar 1.mdl ¥ C:¥._exidemos¥slxml sfcar 2.mdl
B REE HEC FiAdE FAARID LRI AJLTH)
oB (Aol 1 EEBT v

EEX

EOI7714 Jl::[G:¥Program Files¥MATLAB¥R2010b¥toolbox¥rptgenext¥rptgenextdemos¥sixml_sfcar_1.mdl

HOI7AI: [C:¥F’rogram Files¥MATLAB¥R2010b¥toolbox¥rptgenext¥rptgenextdemos¥slxml_sfcar 2.mdl

] shxml_sfcar 1
IP{IVE) REE FTW DEal-2an@E FNO U-D APH

CEX

#slxml_sfcar 1
L1

slxml_sfecar 2

Py

Islxml_sfcar 2
- ellow) & throttle %

Hengine RPM
List
e
Bglxml_sfcar_1
Bshift_logic
=5 gear state
“sfourth entry: gear = 4; —> third entry: gear = 3;
B selection state
=6tsteady state —> downshifting
"“dSt

B0utl
sixml_sfcar 2
wshift_logic
Bpgear _state
-#KIGKDOWN
-&3fourth entry: gear = 4; —> third entry: gear = 3;
=ésfourth entry: gear = 4; —> second entry: gear =
“src
“dst
Dselection_state
‘= kickdown
=6ssteady _state —> Junction
i dst
u6skickdown —> steady state

v

Green : Component mismatch
" Red : Parameter mismatch

Copyright 1

B7-20028 The MathWorks, Inc.

sf_car.mdl
T torae Choose Start from
L ° W:H 8 the Simulation menu
Ti i* * to run the simulation.
[ e
" . i
| thrattie engine RPM
ngindl ¥
v Tou »
Maut output torque
User Inputs spesd Vericle
P == LYY Tansmission
= EERE e
Throtte ] throttie

Double-click to shift_logic A b

open the GUI

and sefect an |
input 1 |

vehicle mph
yellow)
& throttle %

ﬁ lxml sfcar 2

Fr{LE RED WD AN

FTl) VEal-vanE  ERO

Im Ul

0 SampleTime L
on TickLabels

EBOOO YMax >

sf_car.mdl|

Choose Start from
the Simulation menu
to run the simulation.

Dowbie-click 1o
open the GUJ

and select an

input

Copyright 1997-2008 The MathWorks, Inc.

&\ MathWorks:
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The Next Topic

4\ MathWorks

Interface to Requirements
Management Tool (SLVV)

‘ Requirements \ “
—
Executable

Requirements Model

Formal Verification (SLDV)

Model Guideline Check (SLVV)
Model.Coverage (SLVV)
TestCase Generation (SLDV)
Design Error Detection (SLDV)

Implementation Model
(Fixed-point)

‘ Source Code I

‘ Object Code \ v

Configuration Management (Simulink Project) 13
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Ensure Traceability  Clarification of effects

RequirementeModel e Test EUREEEEILENE IR ElcS
Simulink Verification & Validation

1 — DoorPosl aft
_@ t [Fokh
LockMode —
[ex]
Assertion — DoorPosRight
ht
. . . Lock_Disgnosis
B Signal Builder (DLS_Controller_test/Signal Builder) * @- Wh at I S b el n g

F7AUE) ®EE) FL-T(G) E5(8) EEE(A) ~LTH)
FH| L B2E|[o o —TIn|E&RER|r 0
PHFT G ‘Mﬂwnx FAIL

What is being
modeled?

checked?

10

Verification block settings:

[ DLS_Controller_test
o W Assertion

S LIEPETTEY

3. Diagnosis Requirements @a

o
REQ301 - The software shall determine the lock state of each door based on the lock
positions. +

+ Lock position is under 1mm : Unlock state+

+ Lock position is over 4mm : Lock state«

+ Otherwise : Neutral state+

; E +
,,,,,,,,,,,,, ; : ., REQ302 - The software shall determine the overall vehicle lock state based on all door lock
i i i i / * positions.+
%o . + All doors in lock position: Lock state«
IefiArh EA : = Ye . + All doors in unlock position: Unlock state«
B e | | e £ L\
R § DoorFosLeft (Fx) . . . .
AUFei2: 1 hd : £ Dooroshht fedl il REQ303 - The software shall determine the overall vehicle lock state to be in failure state
MALT{ESERR E = due to lock failure in the case where there is no response to a door lock request in under 2

seconds .«

\'

What is being tested”

14



4\ MathWorks'

Model Coverage for Measuring Check for

Test Completeness Level insufficient testing
Simulink Verification & Validation

Muodel Hierarchy/Complexity:

D1 Cl MCDC
1.DLE Controller 28 3% — 450 — 26%; ==
2....Lock Diagnosis 24 620 —— 270 == 13% m CumU|atIV8
I Supervisory 19 44% 27% == 13% = ™ —
oo SE: Supervisory 18 44% 7% . 13% m Coverage resu“:S
5....Lock Logic 3 75% m—100% w— 3% — on muItipIe tests
G6....... Enable Counter 1 100%; — NA NA

II’mm [ ]
- e hmgn
Lodihied LockRequsst
— vl —_ ldentify areas of

= |m missing coverage

15
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Generate Tests for Full Model Coverage
Simulink Design Verifier

. : _ 3% Able to generate
= Automatic test generatlon

missing tests based

= Suitable for equality tests on user-defined tests

Test Harness Model

[ signal Builder (DLS_Controller_hamess3/Inputs) ==
JrAIUE) \EE) HIL-T(G) ES(S) ESEmEA) ~LTH) “ — : JH=
P Caze Speaed —— Spesd
SH| 4@ oo =TI n|EFREE 0 e R Losiiode D)
THF4F B3 | Test Casze 1 - | @ (=] =] Engine ON —# Engin2_ON Lo Mode
/’/\ Airbag_ON —— Airbag_OM
s . i [P
pes ' _l_ DoorFosleftl— DoorPasLeft LockRequest LockRequest
; DoorPosRight —— i orPosRight
Inputs Test Uit (copied from OLS_Gontroller)
: T
; DOC
Text
Test Case Explanation
; Model Hierarchy/Complexity:
L
; D1 Cl1 MCDC
: 1.DLS Controller 28 100% e 0%, ———— (00
1
v g e ';H @ g o 2....Lock Diagnosis 24 100% — (0%, — ()7 —
8 e 1S Sz - ) 19 100'% | lm | lw% |
i Speed T i ebng DN ET) ;18 100% eo— 100% S— (0% S—
FehA: 1 = v- PeorPosLeft, E%I%
¥ T
T d 3 100% oo— )0, — (0 E—
b Es) =
Auto-generate L | 100% m— NA xa

Test Data

16



Identification of Software Design Errors

Simulink Design Verifier

= Check for risks of software design errors

prior to Implementation
Integer overflow, division by zero, range violations, dead logic

Overflow lIdentified

N

uintd uintd

1

DataTyps = uints
an

uinté 7 |une

h

-
L

z

InitiaMvalus =0
State =spd_time

untg

a

¥

I L

DataType = uint®

Fix

parameter

4\ MathWorks'

No risk of overflow

DataType = uintd

Integer rounding mode: [5imple5t

Saturate on integer overflow

Example: Modify block

an | uintd q uints
. e —
I z
wint® Initia Welue =0
0 _h:-_l State=spd fime
OataType = uint®
K || can

17
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Model Verification & Validation Products

Simulink Verification and Validation™ (SLVnV)

! 1 | I
i :ﬁwc-i@ffm'mﬂ::f?wxﬁ 11 11 [ R GUI fOf MOdG' Ch eCkS |
] e T ““» Automate corrections |
: . Model Coverage 11 1 % onwarnings :
: Report Tt T ~...» Report Generation :
1 o .. 1 1 .-. ST A 1 1 mrvuimn;. 1
I Decision i Requlrement to Model T 3 [ﬁggt&:gﬁmra Checks |
: SSSSSSS . CO n d Itl on : : (Word/ExceVDOORS/MKS Integrlty ) : : 2 ower window_contral system verif/act contral :
: b M C/DC : : s s - : : s )ji-lﬂ fﬁfgi;?;hw Fo—T 'Simulink I/0 TRRLEMEE ©EIRLTEEL :
I 1 1 I
I 1 1 I
[ . ] ]

Test Data Sufficiency Check

Controller Model

Auto-detect design

Y errors
==+ Division by zero
* Range overflow
. wweegl o Deadl Logic
2P » * Saturation overflow
* Out of bounds access

D=

O
trutte

stoar_oariol

r-——————————————

Automate Error Detection
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The Final Topic

I . (—
Requirements

—

Executable
Requirements Model

;: SIL/PIL Test/(EC)

Source Code Code Covefage (EC)

Auto Code-Generation (EC)

Traceability Report (EC)

Static Code Analysis
(Palyspace)

‘ Object Code | U

Configuration Management (Simulink Project) 19
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Generate Code from Controller Model
Embedded Coder

= Auto-generate C-code of high readability/efficiency
= Option settings for variable attributes, function
settings, code style, etc.

= Auto-generate scaling for fixed-point design

D I if (LockMode == FAILURE) ({

fet—— o | LockRequest = FALSE;

KR i Auto-generate } else {

code LockRequest =
o B ((spd_time >= Speed time) &&

2 TR Engine ON && ('Airbag ON));
o ] | : }
2 gha r

20
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Ensuring Traceability between

Requirements, Models, and Code
Embedded Coder / Simulink Report Generator

= Reflect model

P =i SpECIfICatIOS N
£ Uoorstatusenum rip_switchl i<
Back Forward | =

44 A% Qutputs for Atomie SubSystem: " Reet>Aock Diagnosis’
contens @ generatea code

Biock requirements for koot /Lock

47 Int32 T tmps

14 I Diggnosis Requirements:
Summan PR v H
5t s L . . . .
B i " = Distribute reports with
Code Interface R a8 — UUL e *
ode Interface Report &7 Constant: <S> Tonstant *
Traceability Report a3 Tnport. ' Rooti DoorPosleft’ ‘e
58 Frpert: "Reet  DeorPoeskight’ * ]
Static Code Metrics Report 64 Relationzfperator” (S4)§Eamgare’ 0‘ m O d eI VI eW S h t m I
Code Replacements Report gg AT ‘,
65 1 rt‘B_Sintcﬁ idx = LOCﬁ; ”
&4 elze *
Generated Code 65 ) Ftb.Switchl _idk - HELTHL.POS; IR
-1 Main fi 66 . N
[-1 Main file *
7 . .| CodeeD ment Link
e % Qe - 0 [ 4 LOde=bocument Lin
8¢ rtb_SwitchT_id«_0 = LOCK_PO% Il
-1 Model files 70 Velse i . * o .
7r rth Switchl idx 0 = NEUTRAL P®S: * 2. Initialization Requirements«
DLS Controller.c 75 1 - - ~— e = 0‘
DLS Controller.h Ll Z “ D * .

: @Slmulmk Root 9 Lock_Diaznosis *
DLS Controller private.h /3] DLS_Controller ®.@® — .

DLS Controller types.h & frz Lock_Diagnos

Compare T|
Compare T|
‘Superviaor'
Lock_Logic

0‘ iEQZUl - The software shall initialize controls in the Unlock state.»

N

3. Diagnosi Requirememle.J

[+] Shared Utility files (1)

+
REQ301 - The software shall determine the lock state of each door based on the lock
positions. +

+ Lock position is under 1mm : Unlock state-

+ Lock position is over 4mm : Lock state«

+ Otherwise : Neutral state+

+
REQ302 - The software shall determine the overall vehicle lock state based on all door lock
ode<liviodel LIn positons.

+ All doors in lock position: Lock state-
AJLZIH) + All doors in unlock pesition: Unlock state

o
REQ303 - The software shall determine the overall vehicle lock state to be in failure state
due to lock failure in the case where there is no response to a door lock request in under 2

Code Generation Report

[)m [

21
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Model&Code Equality Checks

(SIL/PIL, Back 2 Back Test)
Embedded Coder

Efficient testing by reuse of model

verification test data

mmwems Model/Code Results

Size-Ti
Test Case 1 double IZE y-pe F DLS_Controller b | I EF JOvk AT o
Spesd ——> Spesd  (SIL) Dods (e FREAR Comparlson
IL"?d:MedeEnum | E%a)fﬁl E%mﬂ’.ﬁi‘ %ﬁa)tm|
El'ﬂil'E_ON &h El'lgiI'IE_'DN rostiess LockMode L-DE =T Fun 1: DLS Controller gy - \3. :
oubie EfT 2 Fun 2 DLS Controller gcy - [ae .
/\ Aibag ONF——— o Airbag_ON (=] A7
a2 =
DoorPosLeft Kﬁ DoorPosLeft [oeen ’“
LoaReuest | e ) T
double i Lock Request
L norPos Right DoorPosRight
L h = 4
Controller . =7
Existing data/SLDV Model/Code J
generated test data Selection n
Simulation mode: |Software-in-the-loop (SIL.

Normal f
Code interface: |Md a -colerator

Software-in-the-loop (5IL)
Processor-in-the-loop (PIL)

»¢ Test automation through Simulink Test.

<< Enable variants
22
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Tool Chain Example: Product List

Simulink
Stateflow

Fixed-Point Designer

Simulink Verification
and Validation

Simulink Design Verifier

Embedded Coder

IEC Certification Kit

Simulink Report
Generator

Modeling: Controller Block

Modeling: State Transitions,
Flow Charts

Modeling: Fixed-Point Processing

Model Coverage
Requirements Interface
Model Advisor

Property Proving
Test Generation
Design Error Detection

Code Generation

PIL Test/CGV
Bullseye/LDRA Integration
Traceability Report

Traceability Matrix Generation
Templates for Certification

Report Editing and Generation

Modeling
Module/Integration Test

Modeling

Modeling

Module/Integration Test
Review and Static Analysis

Review and Static Analysis

Code Generation
Equality Testing
Code Coverage Measurement

1SO26262 Support

Report Generation
Model Comparison/Merge

23
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Proving Source Code Correctness
Polyspace Code Prover: Static Code Verification

Quality
Prove absence of runtime
errors (RTES)

Measure, Improve, Manage
Usage

— No need to compile, execute,
or generate test cases

— Supports : C/C++/Ada
Process
Early detection of RTEs

Analyze both hand-code and
auto-generated code

Measure code reliability

Green: reliable
safe pointer access

Red: faulty

out of bounds error

Gray: dead \

unreachable code

Orange: unprove
may be unsafe for some
conditions

Purple: violation
MISRA-C/C++ or JSF+-

stat

SR

ic void pointer arithmetic (void) {
int array[100];
int *p = array;

int 1i;

;oitt) |

variable ‘I’ (int32): [0 .. 99]
J assignment of ‘I’ (int32): [1 .. 100]

> 0) |
> 0) |

get bus status()

(get _oil pressure ()

code rules

Range data
tool tip
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1ISO26262 Functional Safety Standard

Automotive

Functional safety standard for automotive equipment
Based on IEC61508

Description of purpose and requirements for development
— Activities for development process (Software safety life cycle)
— Development and verification tools  (Tool qualification)

Description of new software engineering concepts
— Model-based development

— Early verification and validity checks

— Automatic code generation

25
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Model-Based Design Benefits (1SO26262 excerpt)

i Afn"ext'B ) ISO/DIS 26262-6
iInformative

Model-based development
B.1 Objectives

This Annex describes the(concept: oft model-based development offin-vehicle: software) and outlines its
implications on the product development at the software level.

ISO/DIS 26262-1

1.74. model-based development

development that uses models to describe the functional behavior of the elements which are to be developed

Depending an the level of abstraction used for suchia madellit can be used for simulation or code generation

NOTE
or both.

26



MathWorks Solution: Summary
Using Models to Detect Errors Early and

Increase Efficiency

-Able to form small V-loops

Requirements

-Able to detect errors early
In the development cycle

® Mode<Code consistency allows
for Simulink simulation results to
be considered “truth”.

® Early model verification is
possible due to the ability to
investigate floating-point models

® Large team development made
easy through highly
customizable tool chain

® Errors in object code detected
easily through synchronization
between simulations and
SILS/PILS

Executable
Requirements Model

&

Implementation Model
(Fixed-point)

4\ MathWorks

Requirements Linking (SLVV)
Formal Verification (SLDV)

y 4
Model Guideline Check (S
Model Coverage Test (SLV
Test Case Auto-Generatio
(SLDV)
Report Auto-Generation
(Report Generator)

SILS/PILS (EC)

Source Code

Runtime Error
Identification

(Polyspace)

Object Code V

27



